
 

Computational Complexity Lecture 26

Agendas Zero knowledge proofs

Recap IP LEIP there is an efficientvarifier
with the following guarantees

NEL 3ProverP Pr Vapor Accept 43
z L t Rovers P P Lv pens accept eyes

Prop p We may assume perfect completeness

I We may assume renifier only sends random

strings each round ftp.AMEpoly
I We may assume public coins protocol

Typical setups
as Guard against dishonest provers

V p

what if we turn the tables

I s 0 Barking
V P

I have apff Pt NP
Can a poorer convince the verifier that q is sat

without revealing anything about the assignment

Zero knowledge Goldwasser Micale



Zero knowledge by examples Coke vs Pepsi

GNI LG GD G Gz

V8 BERG23
ER Sn Ha Ng

H

Acc if bae
92

Intuitively this looks like zero knowledge but why

The prover basically returns b but V knew b already

How do we formalise this in general

Theverifiermust learn nothing else fromthe aan with

the honest prover viewof V
What does the verifier see Transcript t internal raidbits

key idea Suppose U can generate the view himself
then V can't havelearned anything from P

Revisiting GNI

Input G Ga with Gi Gz
H Cab

Verifies

II µ

74 been
I Pick TERSn H oLGb
i Return b r H b



geDefine An interactive protocol

protocol for a language L if
is Completeness NEL B vapor ace 4g

is Soundness KIEL HP Pr vapor ace sys

afterknowledge If a e L then for any randomised
verifier V there is an efficient ZPP simulator

s't s t Else view hit Pym

The sight simulator for GNI worksfor even dishonestverifiers

Ga Gz
D pick.be 3
2 Run V and see what V chose in steps
3 Say V't chose b o

9 Ib return Cb r H b

EIST.ge ep1

Ex Build the simulator for GI Acadly protocol

pause this takes a while to digest



Variants of Zk

Statistical indistinguishability
D Dz are two distributions on 52

B Di Dz t Z Dfw D2Cw
ZWEI

Facts If D La DD EE then for any event
E E R we have

ftp.LREEI nlyzLneEI e e

I Zeealm Eee Dun E 21am Dial
KEE

Computational indistinguishability

D Dz are dists on oBn They are cony

indistinguishable if for any circuit e of sizes
we have

1 nlgfccm D Ir1ccas D ee

Typically S ye e a yne for mycorset

The restof the class will deal with CZK only



Thing GoldreichMicaliWigderson Assuming cryptography exists

every language in NP has a Zero knowledge

protocol WHAT

this one ofthe most surprising results in complexity

And this result followed shortly after
Wasser

Thing BenOr GoldreichGoldreiah Holstad Kilian Micah Rogaway
Everything provable is provable in zero knowledge

Assuming cryptography exists any LEIP has a

zero knowledge protocol

Whatdoes cryptography exists mean

Formally there are oneway fns

There must be secure encryption algorithms
what does that mean

EncefoBkx 0,13 0,13

Dee fo.Bkxfo.pk gogn
Efficiency Eire Dec

tobe efficient

f
correct

Secure Deck Enclk x K

Engage Eneely Ekrem

uniqueness F
nezfjda.IE kk



Goldreich Micah Wigderson CZK for NP

Graph361 G G is 3colourable

Prover knows 6 Ln 791,2333

picks I CSz Fci Iste

Builds locked boxes Bio a Bn with Bi coftaining
Sends Bi Bn to verifier

Verifier choose Li j EG ad sends to prover
Prover sends keys to Bi K Bj
Verifier cheeks of Bo Bj have diff colours

Completeness G sad Verifier accepts up 1

Soundness G 3col There is some edge where
fails

i Pslv ace cC b

Repeat m times

Is this protocol Zk Of course not

Fixe Prover shuffles the colours in each round



Eeroknowledge eo Randomly choose Ci j E E
Randomly choose C Cz C 1,333
Create locked boxes B Bn with

BidB containing c d ez
Returns gB 3n

gke Key

Building a digital locked boxe

Commitment schemes Commit key value Commitmet

Reveal k v c DoesC hankie

computationally hiding

sety Comtesse
e I flommitchy
c i

Perfectly binding Commitkov
C Commit k v www.etcksvu u

Then Reveal k v's c a True u u

Eg Committee V Enclk v

Zk for 361 Enemy Engman Verify that they
satisfy all the

Ci requirements
ki k

D



Simulator

D Pick Li j Ep E

2 Picks CitCj C 2,33

3 Puts Ci Cj in Bi Bj
Sends Bcs Bn to verifier others

If V chooses co j
empty

return the view
Else go to steps



Can we do this for all of IP
Can every interactive protocol be made zero knowledge

BGGHkMR Yes

Next class


