
 

Computational complexity e Lecture 27

Agenda Zero knowledge for IP
Zero knowledge proofs of knowledge

Recap Zero knowledge interactive proofs
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Else try again
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No adversary can later charge the value after
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Usual Protocol
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Two obvious issues

e How will verifier know what to ask in
round 2 if verifier doesn't know what the
prover sent in round 1

IR AMLpoly Arthur doesn'tneed to understandpeer
messages to send a random string

2 How will the verifier know whether or not to
accept
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Fullproof Given a protocol IT V P for L
Assume WIDGE

This is an AMLpoly protocol
Verifier only sends public random coins

Acceptance is deterministic
I Proves is also deterministic
D Both verifier proven send length l messages
each round

I Perfect completeness

Completeness soundness is straightforward
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Proofsof knowledge

can a protocol somehow convince a verifier that the

prover must knew something Or have a witness

The only way this prover ear convince me

he hp is if the poorer knowes a witness
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does it mean p knows an isomorphism
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knowledge extractor A machine M is a knowledge extractor

if I M is a randomised expected polytime oracle
machine with rewindable BB access to

p
is If p makes verifier accept w p
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then M given access to P't can produce w
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Why does this run in expected poly time Howmanyrepeats
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What about all of NP

Blum's protocolfor HamiltonicityE
Rovere knows a Hamilton cycle in G

Picks 5 Er Sn H TCG Puts all n2 bits in
locked boxes and sends these to verifier

Verifier with prob 42
Show me how the locked boxes
contain a shuffling if Gr

with prob 42 E
Reveal the length n path



Further readingE on 2 protocols by Ivan Damgaord

Non interactive zero knowledge


